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Part   І
GENERAL CONDITIONS


This regulations determine the rights and the responsibilities of the users of the computer environment in the Ministry of Transport (MT). 

The users of the computer environment of MT are all employees in accordance with their official or working  statute and individuals engaged in projects to MT and who are using the computer resources of MT.

PART ІІ         RIGHTS OF THE USERS 
Every user has the right to exploit in his own working sphere the software indicated in Appendix 1.
For every user is created an account (valid user’s name and a password), providing identification and access to the according part of the net resources of MT. The method of the creation of users names is explained in Rules for creation and management of users names and passwords in accordance with Appendix 2.

The users name and the password shall be received by the user in a sealed envelope in exchange of a signature in the office of “Human resources”.

Every user has the right of a personal E-mail address in the mail (Exchange) of MT. The rules for the creation of an E-mail address are described in Procedure for personal е-mail address in the structure of the Ministry of Transport in accordance with Appendix 3.

In case of determination of the labour contract the users address shall be deleted in a term no longer than 3 months or is shall be redirected towards other address for no more than 3 months. The redirection of the incoming mail shall be executed by the administrator of the net of the Ministry of Transport (system administrator).

Every user has the right of a personal directory in the net server that periodically is archived by the system administrator. Specific limitations for the use of this directory are described in the Procedure for distribution, usage and administrating of the space of the MT in accordance with Appendix 4.

Every user has the right of access to the computer resources and devices for general use depending on the requirements of his position and the duties. The devices for general use with local net in the limits of MT are indicated in Appendix 5.

Every user has the right of access to the internal official (Internet) page of MT.
Every user has the right of access to Internet with due to the accomplishment of his duties or for other goals concerning the interest of MT. In a case of violence of this right the certain user shall be restricted or the right shall be taken away.

 For every question concerning the use of the computer devices the user has the right to turn to the Section of maintenance of the computer devices and this shall be done by the operator of the Help Desk on phone No. 315.

PART  ІІІ          OBLIGATIONS OF THE USERS
Every user is obliged to use the entrusted devices with care of a good keeper and to follow the rules for exploitation:

· not to move the devices from their determined places;

· with an aim the devices to be ventilated properly near then or on top of them is forbidden to be put books, paper, clothes and other subjects; 

· to keep the devices clean. For the cleaning shall be not used spirits or other aggressive detergents that can damage the surfaces. For the purpose shall be used soft peace of cloth but only after switching off the devices;

· not to allow the access of alien bodies or liquids in the devices. Near the devices or close to them should not be put utensils with drinks or food. In a case of an accident or failure the user has to switch off the device immediately and to inform instantly the operator of the Help Desk and his manager;

· the connecting cables should not be folded, stretched or trampled;

· if a problem arise there shall be not made any efforts for elimination of the problem but the Help desk operator has to be informed on phone No. 315;

· for the elimination of any kind of problems, diagnostics and maintenance of the system the employee has to co-operate with the system administrators and the specialists from the Section of maintenance of the computer technics, including insuring physical and remote access to his computer with all needed passwords (with exception in the cases when the passwords are of directory with restricted access);

· not to restrict in any way the work of the software for management of the working stations and anti-virus protection;

· in the inventory list at determination of labour contract with MT besides the signature of the steward, certifying that consigned technics are in order a signature of the manager shall be needed with which to be certified that the office information in electronic form (incl. Files and passwords), used by the user were consigned.

Every user shall use only his user name and personal password. A password familiar to other non-authorized person must be changed immediately. The responsibility for the changing of the password is completely carried by the user. The personal password has to be created and changed as the key combination shall be pressed at the same time Ctrl + Alt + Delete and choose a Change password, where can be created a new password. 
Every user carries responsibility for his actions in the computer environment of MT with his users name and password in case of violation.

Every user is personally responsible for the protection of the fails and the information that have been saved in the local hard disk of the computer given to him in order to perform his duties.

The user has no right:
· to open and to change the configurations of the computer, the monitor or the other devices;

· to switch off the connecting cables at finishing the working process inc. Moving to other working place or in case of termination of his labour contract with MT. The Section of maintenance shall take the needed actions for the change after the employee and his manager inform the operator of the Help Desk (tel. 315) for the forthcoming changes. The usual term for notification is 24 hours;

· for the change of properties in the hardware SETUP of the PC (BIOS), the system properties of the operational system, the users interface and the configuration of the PC without the consent of the system administrator responsible for the working place. This applies as well to passwords in the hardware SETUP (BIOS) of the PC as well as to everything else that can restrict the actions of the administrator in case of absence of the user;

· to install or to permit to other person to install software or hardware on the PC without the agreement of the system administrator responsible for the working place;

· to open files from the diskette before it was checked for viruses;

· to use the computer without correct personal password; 

· to give his users name and password to other person:

· to make efforts or to assists in a case of attempts for access to the net resources, information or data base, computer or other devices property of MT or other sections of the public administration (using other users name/ password; physical access to the computer authorized to other person, ill-natured advantage of lapses in the operational systems, protocols or applicable software permitting not authorized access or by other means and actions). The user is obliged to inform immediately the operator of the Help Desk for violations in the access. THE PRESENCE OF POSSIBILITY FOR NON-AUTHORISED ACCESS DOES NOT JUSTIFY THE ATTEMPTS FOR SUCH.

ADDITIONAL REGULATIONS 
Recommendations to the user:

· at leaving of the working place to lock the computer with pressing the keys Ctrl+Alt+Del at the same time and then - “Lock Computer”;

· for sending messages and files in the limits of the ministry to use mail;

On address in intranet accessible for every PC trough Internet browser is given information for the employees in the structure of MT as well as other useful office information;
At violation of the responsibilities and the regulations for work and computer environment the indicated internal regulations the user is caring responsibilities in accordance with the operational legislation.
Appendix 1  
Software installed to every PC connected in a computer net in the Ministry of Transport
Operational system: MS Windows 
1. Office-package text-processing, tables program and mail customer with application of MS Exchange for work in local net. 

2. Program for spelling checker
3. Program for anti-virus protection: eTrust.

4. Bilingual-English-Bulgarian dictionary: SA Dictionary.

5. Software for visualising documents in format .pdf: Acrobat Reader.

6. Internet browser: Internet Explorer.

7. Legal-informational systems: APIS and Ciela.

At request of the user it can be installed archive program WinRAR.
Appendix 2  

Rules for Creation and Administration of Usernames and Passwords

Creation of Username and Password for a New Employee 

By appointment of a new employee in the administration of the MT, Directorate “Human Recourses” shall inform in writing the Directorate “Information Service” by submitting an information regarding the three names of the employee (in Bulgarian Latin, according to his identification card) and the position, he is being appointed for. On the basis of this data an “account” shall be created (username and password). It ensures to the employee access to the network resources he/she needs, as well the automated creation of personal directory on the network server. 

The username is a combination from Latin letters and includes the first letter of the name and the whole family name of the user. By users with similar names and family names the user name shall be created with an addition of the first letter of the surname. The initial password is a casual generated combination of 6 symbols.

The username and the password shall be given in a sealed envelope to Directorate “Human Resources”, in order to be granted to the user, who signs out and receives it. 

Change of the User’s Password 

It is advisable the initial password to be changed by the user in the very begin of his work with the computer.

In order better informational security and protection to be guaranteed, every three months or even at shorter period of time the user must change his password.  

Actions by Change of the Employee Official Status 

In case of change, characterizing the user (directorate change, unit, etc.) the administrative structure of the MT, Directorate “Human Resources” shall inform the Directorate “Information Service” to take the necessary actions in order to correct the access rights of the user to the official directories. The same holds true of the cases of canceling the official or labor relations with MT, when the username and the personal name-directory will be closed. 

Appendix 3
  Rules for Specifying of Personal E–Mail Address  

The Creation of an E-mail address
The creation of an E-mail address is obligation of the computer network   administrator, who may consult the user in case of necessity. 

The rules described further must be executed consecutively until the creation of unique, technically executable and unambiguous electronic address.

The username of the user shall be composed with the first letter of the name and the whole family name of the user, divided through a dot. 

English transliteration is being used, as in the official identification documents of the employee – identification card for the Bulgarian citizens or passport. 

By users with similar names and family names the username of the E-mail address shall be composed from one or three parts thus:

· Name - Composed from the first or in case of necessity from the more letters of the name

· Surname - ( the usage of this part is not an obligation), composed from the first or more of the remaining letters of the surname

· Family name - written without changes, as recorder in the official identification document of the employee

Period for Preservation of the E-Mail Address 

In case of employee transfer to another position within the framework of the unit the address is not to be changed. 

If the employee has been transferred to another position in the system of the Ministry of Transport the existing E-mail address shall be preserved as additional, for period of three months and the coming correspondence shall be redirected to the new main address. When the period expires the E-mail address must be set free. 

In cases of dismissal, the E-mail address is considered free, after a period of three months. 

                                                                                   Appendix 4

Disk Space Allocation, Usage and Administration Procedure in the MT

Disk Space on the File Servers
Except the hard disk, on every personal computer in the local network of the MT there are the following directories, handling with documents:

· Official Directories

· Personal name directories

· Directories with restricted access 

Official directories (MT-Data). These directories have the name of the appropriate directory and shall be used only for official needs, storing files with information, serving the respective directorate (department, unit, work-group etc.).The directory of each one of them has a sub-directory called “public” - for data exchange with the other directorates and units in the ministry and “private” which is accessible only for the employees of the appropriate directorate or department. Private data storage and different kind of non-official information in these directories is not expedient.    

Personal directories (\\motdom\mt\users). (See the rules for creation and administration of usernames and passwords). Such directory, (up to 500MB) has every user of the local network in MT, and it is meant for user’s files (profile, work documents and other files) which have no space allocated on the network resources. Only the appropriate users and administrators of the network (the system administrators) accomplishing the archiving of the information have the rights to access them.

Directories with restricted access. These directories are intended for allocating of information, with access given to one or group of users. The Information in the directories with restricted access shall not be archived according to the rules for regular archiving. Only the users, who are using the respective directory, take care for the preservation of the files inside the directory. The network administrators have no access to this type of directories.

The official and personal nominal directories shall be archived daily and the archives shall be stored for 7 (seven) days. The information stored in the official and the personal nominal directories (item1.1 and item1.2) shall not be lost in case of personal computer breakdown. For this reason and to ensure a virus checks, the users have not the right to prohibit and refuse access of the administrators to this directories. 

Taking into account the expedient usage of the disk space in the local network of MT, the administrators have the right to erase files with entertaining or indecent character (*.mp3,*.avi,*.mpeg etc.) from the above mentioned directories, according to the order described further. In case of detecting such files the user shall receive a warning to delete the nonofficial information on ones own from the file server. If the user does not take the necessary steps, the administrators shall inform the immediate superior about the detected violation of the rules and take concerted actions to remove the problem. 

Disk Space on the Local Disks of the Computers

The local disks of the computers are divided to two partitions: system partition (C:) and information partition of the users (D:) 

The system partition of the local disk (C:) shall be used to install the operating system and software necessary for execution of the official duties of the user. On the information partition of the local hard disk (D:) the user may store official and private files, which are dough not protected against destroying in case of physical damage or software “failure” of the computer. The network administrators are not responsible for the information not stored in the Official or Personal directories. 

The Process of File Server Directories Creation and Administration

The official directories shall be created in accordance with the administrative structure of MT. 

In case of MT administrative structure change, in one month period after the administrative change comes into power the system administrators shall update the directory structure as they create the necessary new directories, execute the transfer of the information into other directories, according to the accepted new structure.

The activities specified above shall be executed in co-ordination between the directorates, which are directly concerned by the changes with the leading role of the directorate “Information Service” 

The personal nominal directories shall be created and administered like the official directories, with the following difference – they are connected with the name of the respective user. (See the rules for creation and administration of usernames and passwords). In case of user leaving these directories shall be deleted.

The directories with restricted access shall be created and administered in the following manner: 

· creation – the director of the respective directorate, where the user is employed, makes a proposal in written to the directorate “Information Service” to create a “restricted access directory”, specifying the persons and their personal rights to access the files (read only, edit, store, copy etc.); 

· destroying – in case of MT employee leaving, who owns a restricted access directory, he/she shall give the whole information from this directory to the director or to authorized person and after that shall make a proposal in written to the directorate “Informational Service” to destroy the directory. 

The director of the directorate, where the user is employed shall sign the so called leaving list, and proves this way that the leaving employee has given back the whole necessary official information.
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